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Flock Safety 
ALPR Sharing and Best

Practices

The Illinois Association of Chiefs of Police is
sharing the attached document in the hopes it
will help shed some light on the different sharing
options available through Flock Safety's ALPR.
 
Flock Safety created the document below to
inform Illinois law enforcement agencies about
data sharing options, compliance procedures,
and user and admin guidelines. You're advised
to consult with your command staff and legal
counsel to determine the practices that best fit
your needs. 
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Customizable Sharing Options


This document is designed to raise awareness among 
Illinois law enforcement agencies about data sharing 
options, compliance mechanisms, and user and admin 
guidelines. You should consult with your command 
staff and city attorney to determine which practices 
are right for you.


You can choose a combination of sharing relationships; for example, limiting searches to a statewide 
lookup in Illinois, and opting into 1:1 sharing with agencies in other states on an as-needed basis.


Agency admins have complete control over data sharing 
relationships and can modify them at any time. While out-of-state 
sharing relationships can be valuable,  you should structure your 
sharing relationships in a way that manages your LPR program 
effectively and in compliance with Illinois law.


There are customizable options for data sharing amongst agencies:


Color/Make
Black Chevrolet


Seen in the last
30 Days


License Plate
OR 093LKD


1:1 Sharing – You can choose to share camera access with other agencies 
on a 1:1 basis (one agency to one agency), within a specific geographic 
radius (ie: sharing with all agencies within 10 miles), or within Illinois.


National Lookup – You can choose to join Flock’s National Lookup network, which enables a 
unique type of reciprocal sharing. Specifically built for far-reaching crimes like human or narcotics 
trafficking and missing persons, National Lookup allows police to search for the full plate number 
of one specific, known license plate (only a complete license plate) across cameras that other 
police departments have also opted in to share with this network. National Lookup enables you to 
access evidence from thousands of other law enforcement agency LPRs, and allows them to 
access images from your LPRs. 


No Sharing - Agencies can also elect not to share any data outside their own agency.
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Implementing more targeted sharing strategies 
will significantly reduce the volume of searches 
that touch your network.


Admins who have the “Sharing” role permission can click “Sharing” 
in the green navigation bar, then click “Network Sharing.”


Admins should review each share request.


To ensure individualized review of each agency share:



Consider disabling auto-acceptance of sharing requests.

Consider what agencies are included when approving 
share requests in bulk


In the “Management” column on the right side of the page, the Admin can click the “Go to Preferences 
Page” to see/select preferences for each network owned by an organization. for more 
information on managing your network sharing.



Click here 


A Note On Federal Agencies: As of August 2025, all federal agencies are now clearly marked within the Flock system.


Audit Logs:


The Flock system provides comprehensive audit records, accessible on the Flock Admin dashboard on 
the “Insights” tab, that allow you to review and ensure proper use and access to your LPR systems. There 
are two types of audit records: Organization and Network. The Organization Audit shows all the 
searches run by users within your own agency. The Network Audit shows all searches by users outside of 
your agency that queried any of your networks.
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Flock understands that agencies vary significantly in the frequency of audits they are able to conduct 
due to resource and staffing limitations. With this in mind, Flock is moving towards more proactive audit 
alerts that will allow agencies to customize potentially improper search alerts. The goal is to enable 
agencies to proactively monitor usage patterns, detect possible anomalies, and help ensure 
compliance while easing the burden of intensive manual audits. 


Click here to access Flock Safety’s Help Center on how to run a network sharing audit  
(To access the link, make sure you are logged into the Flock Platform.)


Compliance by Design


The Attestation:


Under Illinois law, in order to establish reciprocal sharing relationships with out-of-state agencies 
for license plate reader data, Illinois agencies must obtain written confirmation from each agency 
that it will not use Illinois data for impermissible purposes (immigration status, reproductive 
healthcare, and other healthcare services). 


To help you comply with the law, Flock has built an attestation into the system and automatically 
requires out-of-state agencies to explicitly affirm compliance before granting access to Illinois data.


An agency must attest to this within Flock’s system by selecting the check box pictured here:


Keyword-Based Search Filter:


Blocked search term examples:


This filter is designed to remove your agency’s cameras from any search potentially connected 
to immigration enforcement or reproductive care, based on specific keywords. This filter will 
apply to all searches performed that include any of your networks, whether by your own 
officers or other agencies that you have shared with, such as via direct one-to-one sharing and 
the Statewide and Nationwide Lookup tools.


Immigration AbortionICE
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New Search Controls:


Administrators can create a pre-populated list of acceptable search criteria for their agency, and now you 
can require that a case number be entered with every search in addition to a search reason.  
When enabled, this ensures that users type a case number and select the search reason from the  
pre-determined list, which should be aligned with the agency’s policies and applicable laws.
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ALPR and FOIA

Due to recent events regarding ALPR data
sharing and FOIA we are also sending out this
reminder to our membership that there are
certain exemptions. DRAFT guidance is now
behind the membership wall on the website. In
order to access it, members must log in.
 
You can find the information here:
https://ilacp.memberclicks.net/alprs-and-foia
 
Should you have any further questions, feel free
to reach out to us at 217.523.3765 or email
kenny@ilchiefs.org
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Connect with Us:

 
Contact Info:

Phone: 217-523-3765 
Website: www.ilchiefs.org      
Email: ILACP@ilchiefs.org

Staff
Kenny Winslow, Executive Director

kenny@ilchiefs.org
AJ Bailey, Deputy Director AJ@ilchiefs.org

Carmen Elliott, Business Manager
carmen@ilchiefs.org 

Christine Richards, Admin. Assistant
christine@ilchiefs.org
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