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LOMBARD POLICE DEPARTMENT
GENERAL ORDER
ORDER NUMBER: 61.9
SUBJECT:
LICENSE PLATE READER
EFFECTIVE DATE: 9/1/11 
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PURPOSE:

The purpose of this order is to provide officers with guidelines on the proper use, maintenance, and deployment of the Department’s automated license plate reader and its Operation Center software.  The availability and use of the License Plate Reader system provides opportunities for the enhancement of productivity, effectiveness, and officer safety.
DEFINITION:

Alert:  A visual and/or auditory notice that is triggered when the LPR system receives a potential “hit” on a license plate.

Hit:  A read matched to a license plate that has previously been registered on the Department’s “hot list” of vehicle plates or on the local “hot list” on the LPR’s computer that has been added by a user.

Hot List:  License plate numbers of stolen vehicles, wanted subjects, missing persons, AMBER alerts, suspended, revoked, or expired registration, parking scofflaws, or any other criteria as determined by the Deputy Chief of Patrol.  Hot list information can come from a variety of sources including but not limited to: the National Crime Information Center (NCIC), Law Enforcement Agencies Data System (LEADS), Illinois Secretary of State, and the Department’s list of parking citation scofflaws.  Officers may also manually add license plates to a local “hot list” during deployments based on information relayed to them regarding a law enforcement or public safety concern.

LPR:  License Plate Recognition/License Plate Reader (also known as Automated License Plate Recognition/Automated License Plate Reader – ALPR).
Operations Center Software:  Software that serves as a repository of all data collected by deployed LPR systems. This software acts as a data warehouse that can be queried for information pursuant to a law enforcement or public safety function.

Read:   The capture of digital images or license plates and vehicles with associated metadata (date, time, GPS coordinates with vehicle image capture).
ORDER:

61.9.1 INFORMATION CONFIDENTIALITY

A.
Use of the LPR system and/or Operations Center software is restricted exclusively to the law enforcement and public safety-related functions of the Department.  Information obtained from the LPR and/or Operations Center software may not be used for personal reasons or for reasons not consistent with the law enforcement and public safety-related functions of the Department under any circumstances.

B.
Misuse or abuse of the LPR system, Operations Center software, associated databases, or data may be subject to sanctions and/or disciplinary action.
C.
The LPR system, Operations Center software, associated databases and data are solely the property of the Department and intended for use in the law enforcement and public safety functions of the Department.

D.
Dissemination of information obtained from the LPR system, Operations Center software, associated databases, and data may not be disseminated to the public except as authorized or required by law.

E.
Information obtained from the LPR system, Operations Center software, associated databases, and data may be disseminated to other law enforcement agencies or officers as long as it is to be used for law enforcement or public safety functions. 

61.9.2 ADMINISTRATION
A.
The Deputy Chief of Patrol shall designate an employee(s) with administrative oversight for LPR system deployment and operations, and who will be responsible for the following:

1. Establishing protocols for access, collection, storage, and retention of associated media files.

2. Establishing protocols to preserve documented LPR reads and “alerts” or “hits” that are acted on in the field or associated with investigations or prosecutions.

3. Ensure the proper selection of personnel approved to operate the LPR system and maintaining an adequate number of trainees.

4. Maintaining records identifying approved LPR deployments and documenting their results, including appropriate documentation of significant incidents and arrests that are related to usage of the LPR system and/or Operations Center software.

B.
Designated trained personnel shall verify the functionality of all LPR system equipment prior to deployment.  Problems with equipment shall be reported as soon as possible to the LPR system administrator.  LPR system equipment with significant damage or that is in a non-functioning state shall not be deployed unless authorized by the LPR system administrator or the Deputy Chief of Patrol.

C.
LPR system repairs (hardware or software) shall be made by appropriate sources as approved by the Deputy Chief of Patrol.
D.
Movement of the LPR system from one vehicle to another may only be done by the LPR system administrator, the Deputy Chief of Patrol, or other designee.  Movement of the LPR system from one vehicle to another may be done by officers who have been trained and authorized to do so either by the LPR system administrator or Deputy Chief of Patrol.
61.9.3 DEPLOYMENT
A.
Only designated officers who have been trained may deploy the LPR system.

B.
Patrol deployment of the LPR system is at the discretion of the on-duty supervisor.

C.
Investigations Unit deployment of the LPR system is at the discretion of unit supervisors.

D.
Deployment of the LPR system may be mission specific (example: roadside safety checkpoint) or may be deployed as part of normal duties of the Patrol Division.

E.
The LPR system may be deployed by the patrol shifts whenever practical and/or it is not needed for a specific investigation or mission.

61.9.4 DEPLOYMENT PROTOCOL

A.
At the beginning of each shift, officers deploying the LPR system must ensure that the LPR system has been updated with the most current “hot list” available.

B.
Prior to taking enforcement action or initiating a traffic stop on an LPR Alert/Hit, in all circumstances officers shall:

1. Visually verify that the vehicle license plate number of the Alert/Hit matches the plate number recognized by the LPR system, including both the alphanumeric characters of the license plate and the state of issuance.

2. Verify the current status of the license plate through DuComm or MDC query when circumstances allow.

C.
In each case in which an “alert” or “hit” is triggered, the user shall accept or reject using the LPR system software.

D.
Valid “alerts” or “hits” shall be reported to LPR system administrator at the end of the shift using the specified form (Attachment A).

E.
Hot lists may be updated manually if the user enters a specific plate into the LPR system and wants to be alerted when it is located.  Users shall document the reason for the manual entry in the notes area provided in the LPR software whenever a plate is manually entered into the system.

F.
Officers receiving valid “alerts” or “hits” while assigned to other duties or calls for service shall do the following prior to taking enforcement action:

1. Weigh the seriousness of their current assignment versus the basis of the hit (i.e., officer enroute to a theft report receiving a stolen motor vehicle hit).
2. When practical or necessary, officers should notify their supervisor of the “alert” or “hit” and inform them that they will be taking or have taken enforcement action in lieu of their assigned duty of call for service.  This function may be performed by DuComm as it relates to the reassignment of calls for service.

3. When determining whether or not to take enforcement action, officers shall consider the safety of the public and other officers first and foremost.  If the abandonment of their current assignment or call for service would jeopardize the safety of the public or officer safety, enforcement action should not be immediately taken on the “alert” or “hit”.

4. When applicable, officers unable or unavailable to take action on a valid “hit” should notify DuComm of the “alert” or “hit” so that the information can be disseminated to other officers or law enforcement agencies in the area.
G.
The LPR system may be deployed to assist other law enforcement agencies at their request upon approval of the Deputy Chief of Patrol.

61.9.5
DATA STORAGE AND RETENTION

A.
The LPR equipment has the capability to store data collected during the license plate detection and identification phase. 
B.
The LPR maintains the date, time, and location of each license plate scanned and stores them on the local computer in the field as well a secure server.
C.
Information will be stored on the Village’s secure server and/or the LPR vendor’s secure server for a minimum of five (5) years.  After five (5) years of storage, the data will be automatically deleted.
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