From: Richard Helfers

To: Andrea Korb

Cc: Nhan, Johnny

Subject: MOU/UT Tyler

Date: Thursday, October 19, 2023 8:23:00 AM
Attachments: License - Flock Safety - COB.notexec.pdf

Good morning Andrea, this morning | received the attached document from Legal and it
appears they are requesting some change—they have it notated in the document. If that is
acceptable, can you change the document, sign it and return it to me? Appears our signing
authority will be our Provost, Dr. Mirmiran.

Here is the note Legal send me through the system:

Hi Dr. Helfers, Attached is the Agreement with Flock Safety which has been reviewed for legal
content. Please have the Vendor note the revisions throughout the Agreement, sign the
Agreement, and return to you. You may then forward the document to me through Symplr for
signature and execution by the University.

Rick

RICHARD C. HELFERS, PH. D.

Associate Professor of Criminal Justice and Public Administration
Social Sciences

W: 903-566-7399 | rhelfers@uttyler.edu | www.uttyler.edu
The University of Texas at Tyler | 3900 University Blvd. Tyler, Texas 75799

The University of Texas at Tyler
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SCOPE OF WORK AND SERVICES

Flock Safety
The Current State of City-Wide Cameras

Consultant Name Johnny Nhan (co-P1)

Address TCU Box 298720 Fort Worth, TX 76129
Email j.nhan@tcu.edu

Phone 817.257.4274 (0) 626.391.3871 (C)

Consultant Name Richard Helfers (co-Pl)

Address 3900 University Bivd., Tyler, TX 75799
Email rhelfers@uttyler.edu
Phone 903.566.7399 (0) 214.729.4557 (c)

A. Background

The adoption of new policing technologles, ranging from the two-way radio to body-worn cameras, is
often followed by public concerns about the ramifications of their use. Recently, a suite of new
technologies that Include surveillance cameras, automated license-plate readers, gunshot detectors,
and other devices that connect to multiple databases potentially makes officers more efficient at
detecting crime, solving crime, and perhaps even enhancing officer safety, Despite such potential
benefits, privacy and establishing guidelines and policies on such technologies are a public concern.
Furthermore, as the technology expands to machine learning and artificial intelligence areas,
allusions to an Qrwellian “surveillance society” are in the public mindset.

Examining such technologies, ranging from their social and legal ramifications to their effectiveness,
are essential research areas. This s especially important due not only %0 social factors but public
funds used to purchase such technologies. New Orleans Police, for example, deployed facial
recognition technologies to curb violent crime from October 2022 to July 2023 which resulted in zero
arrests and criticisms of unreliability and inaccuracy.

Flock’s automated license plate reader (ALPR) technologies should be scrutinized for effectiveness in
thecontext of improving police performance. The technology captures license plate numbers in real-
time and compares them with a database of stolen vehicles. Positive matches are alerted to police
officers with location and photographs or video of the vehicle and sometimes its occupants.

B. Project Overview





C. Description of Services

One academic publication-ready manuscript to be submitted to an academic journal for publication
or a white paper to be published on the Flock Safety website.

The paper will analyze data on cases cleared using Flock Safety LPR based on customer-provided data
(anonymized).

Part of the paper will examine Flock's analysis of multilinear regression of customer factors and
product factors.

The researchers will also perform a case study on an agency's clearance rate laok at clearance rates
for stolenvehicles 2 yearsbefore Flock and compare with clearance rates for stolen vehicles dyring 2

years with Flock, performing a statistical analysis if passible.

If possible, compare with general trends - e.g. has thenational clearance rate for auto theft
remained flat while the clearance rate of the agency using LPR increased?

D. Goals

Add to a small body of research on license plate reader technologies.
Examine larger social and legal ramifications of the project.
Examine the efiectiveness of Flock ALPR technologijes.

E. Task List

Consult with flock for data and research design.
Perform data analysis if possible,

Create a noutline and draft of manuscript.
Create a brief presentation for Flock.

F. Expected Outcomes/Deliverables
A manuscript ready for publication as a white paper or peer-reviewed journal article.

G. Period of Performance/Timeline
August 2023

e Meet with Flock to discuss plan
September 2023

e Retrieve data from Flock
e Researchers outline project
* Fock to retrieve 2 year pre-ALPR data

October 2023 - November 2023

e Analysis of existing data if possible
* Work on manuscript draft





December 2023
o Complete manuscript draft

H. Payment Terms & Invoicing

Invoiee due after product delivered
Labor to be charged flat fee $4,000 to each researcher ($5,000 if more |abor intensive) fortime.





Flock Safety, The University of Texas at Tyler, and Tecxas Christian University:
Put Transier Agreement

THIS AGREEMENT efleclive (“L.Itective Date™) and continuing through January 2024
(*““I'emm™) is made and entered into by and between Flock Safety, Inc. (“Provider™) and the Recipicnts of
the dam, The University of Texas at Tyler and 'I'exas Christian Universitly ("‘Rccipicals™).

In consideration of 1he Revipients” promises contained herein, Provider agroes to providedala to the

Rccipients for the sole purpose of research in the field of public safety technology and under aken by the
Recipients through Professors Johnny Nhan and Richard ! lelfers (“Investigator(s)™) or person(s) directly
under the dircction of the Investigators vpon the tollowing terms and conditions. Additional dase may be
providcd undcr aincndment 0 1his Agreement 1hat is execuled by the partly’s authoriecd representatives.

lad

The data (“Data™) (o be fumished (o Recipients by Provider will consist of anonymized data
related to Provider’s customers or such other ilata and information as Provider [urnishes, in its
sole discrction, that rclates or corresponds o the Research. Customers have consented to
Provider’s usc ofthc Bata for these pu poses.

The Rescarch (“Research™) willconsist of a white paper written jointly by the Provider and the
Recipients on the use anid efficacy of licensc plate readers by law enforcement

Provider hereby amrees (o provide Data to Recipients and consents to Recipicnts using and
analyzing Data for hc Research. Recipients will not use the Data for any purposc other than in
fulfillment of thc Research. Recipients will not make any commercial use of the Bata. Provider
will retain the unrestiictled right to distribute the Data to other commcercial or noncommercial

entitics and [er other purposes.

Recipicnls acknowledge that the Dama is the property of Provider and that Provider rctains
owncrship of the Data.

The Nata s provided AS IS. Provider makcs no representations, conditions or warranlies, either
exprcss of implied with respect to any of the Pata. Without limiting the gencrality ol the
forcgouing. Provider expressly disclaims any implied warranty, condition or representation that
the Data corresponds with a particular description, 5 of merchantablc quality or fit for a
particular purposc. Recipients will report any systematic problems with the Data to the Providcr,
Bam that has bocn manipulated or re-processed by cither the Provider or Recipients is the
responsibility of thal Paity.

Recipicnts agree that Data & confidential to Provider and will not transfer or otherwise discl ose
thc Bata . or for the use thercof by, any person except persons in the Investigalors® research
group for the sole purposc of thc Rescarch.

Recipients shall immediatcly notify Provider upon discovery of any disclosure not authorized
hereunder and take reasonablc steps to prevent any firther unauthorized disclosure or
unauthorized use. Recipients shall be responsible for ensuring the confidentiality of Data by
Recipients' employees and/or studcats.
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Lata Secur ty

da.

Recipients shafl maintain a comprehensive information security program that is
reasonnbly designed to protect the security, privacy, conlidentialily, and intcgrity of Dasa
At a minimum, the information security program shal l includc (hc roquirements listed in
this Section— Nata Security.

Recipients shall provide physical and logical protection for all related hardware,
sollware, applications. and «ata that mect or cxcecd industry seandards and requirements
as set forth in this Agreement. Recipients shall take full responsibility lor the sccurity of
all Dala in its possession. and shall hold Provider hannless [or any dauiages or liabilitics
resulting from the unauthonized disclosure or loss thereof. Recipients shall provide for
(he security of Data, in a foim acceptable to ’rovider. including, without limitation, non-
disclosure, use of appropriate technology. security practices, computer access security,
data access security, data storage enciyption, dase transmission enciyption, security
inspections, nctwork fircwalls, intrusion detection (host and nciwork), dala security
logging and monilering systcms, and audits.

Recipients shall provide Provider or its designaled representatives with access, subject tu
Recipients” rcasonable access sceurily requirements, for the puipose of inspecting and
monitoring access and use of Data and evaluating physical and logical security control
cifcctiveness,

Rccipients shall have strong access controls, including rule-based access to ensure that
only anthorized individuals have access to Daia.

Workstations and other data processing devices must automatically lock when not in use
and must be manually locked when left unattended.

Recipients shall proicel all Data with ncomplex password. Recipients shall ensure.
passwords arc conlidential and prohibit the sharing of passwords. 1’asswords must not be
written down or slured in an unsecure location. Recipienty shall periodically change
passwords and shall ensue passwords arc not rcused. Recipients shall have password
locks for laptlups and mobile devices.

Recipicnts shall disable and/or immcdiatcly delele unused and terminated user accounts.
Recipieuts shall implement annual intiusion penewation/vulncrability testing.

Recipients shall enciypt Dala at rest on central computing systcms. Recipients shall also
cnerypt any backup. backup media, removable mcdia, tape, ur other copies. In addition,
Recipients shall fully cncrypt disks and storage tor all laptops and inobile devices.

Recipicnls shall provide annual, mandatory security awarencss and Data handling
training for all of its employccs and/or students handling Daw pursuant b this

Agrcement.





k. Recipients shall install and maintain on computers accessing or processing Data
appropniatc cadpoint sec unity anlsvirus and anti-malwarc softwarc. Recipients shall
ensure all Recipients’ data processing systems, servers, laptops, PCs, and mobile devices
are regularly scanned and have all security paxches applied 1n a timely manncr.

|.  Recipieats shallhave physical security in buildings housing Data. along with controlled
physical access to buildings and/or data cente:s.

m. Rccipicnls” dewvices used to copy or scan hard copies of Data must have cncrypted
storage. Recipients shall scrub storage devices when equipment ts reticed. Hard copies
containing Data are disc ouraged and must be physically sccurced, not lell unattended. and
physically Destroycd.

9. IfRccipicnts become aware of an incident, misusc ot Data, or unauthorized disclosture nvolving
any Data, it shall notify Provider within onc (1) calendar day and covperate with Provider
regarding recovery and remcdiation of the incident.

10. Provider may terminatc this Agrcement by provision of thirty (30) days prior written notice to
Recipients.

11. Following the termination of this Agreement, Recipients shall, within thirty (38) calendar days,
destroy all Data collected, generated, or inferred as a result of this Agreement.,

12 Any noticc required or permitted uader this Agreement will be givenin writing to an authorized
representalivc of the other party, will reference this Agreement. and will be deemed cllcctively
given either upon personal delivery (o the party to be notificd, three (3) business days aller
dcposit with a reputable commercial ovemight courier, with writlen verification of receipt, or on
the date of facsimile transmission, provided that the noticc is confirmed in another writing sent
the foll owing day by registered or certifiad mail. All notices will be sent to 1be addresses set forth
bel ow, or to such other address as may be specificd by notice hereundcr,

If to UT Tyler: The University of Tcxas at Tyler
3900 | Jniversity Blvd, Tyler, I’ X 75799
Attn: Richard C. Helfers, PhD
email: rhellers@uttyleredn

If o '1ICU: ADDRESS

It to Provider: Flock Safety
1178 Howell Mill Rd NW Unit 210, Atlanta, Georgia
Attn: Andrea Korb
I'mail: andrea.korb(@;llocksafety.com
With a requircd copy to (in the casc of legal notices):
Attn; Legal Department
Email: ieaat:ieBiochsiafery.conm

lcxas
13. This Agreement will be govermmed hy the laws of the State of Goorgsa.





14. ‘| his Agreement states the cntirc centract between the parties with respeet to the subject matter of

the agreement and supcrscdes any previous writlen or oral represenlations, statements.
negotiatiens, or agrcements. This Agrieement may be ntodified only by wnitten amcndment

cxcculed by (he aut 1orized representatives ot hoth parties.

15. Neither party inay assign this Agreement without the prior written consent ef the other pariy. The
rights and obligstions hereunder shall be binding upon and inure to the henclit of the paties®

pcrmlled successors and assigns.

|6. Previder and Recipients are indepcndent centracters and ncither is an agent, joint venturer, or

paitner of the other

17 kExcept as expressly previded above, nothing contained in this Agreement shall be deemed (o
grant to Recipicnts any right. title, or interest in the Data.

IN WITNFSS WHEREOF, the parties hereto have causcd this Asrcement (o be e xecuted by their duly

authorizcd representatives.

Flock Safety, Inc

Name

Titke:

Signature: o

University of Texas al Tyler

Name: Amir Mirmiran. Ph.D. o

T1itle: Provost and FVP for Academic Affairs

Signature’ —

Texas Christian Unaversity
Name:

Title;

Signature* _ __











