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SCOPE OF WORK AND SERVICES

Flock Safety
The Current State of City-Wide Cameras
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Email j-nhan@tcu.edu
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Address 3900 University Bivd., Tyler, TX 75799
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A. Background

The adoption of new policing technologies, ranging from the two-way radio to body-worn cameras, is
often followed by public concerns about the ramifications of their use. Recently, a suite of new
technologies that include surveillance cameras, automated license-plate readers, gunshot detectors,
and other devices that connect to multiple databases potentially makes officers more efficient at
detecting crime, solving crime, and perhaps even enhancing officer safety. Despite such potential
benefits, privacy and establishing guidelines and policies on such technologies are a public concern.
Furthermore, as the technology expands to machine learning and artificial intelligence areas,
allusions to an Orwellian “surveillance society” are in the public mindset.

Examining such technologies, ranging from their social and legal ramifications to their effectiveness,
are essential research areas. This is especially important due not only to social factors but public
funds used to purchase such technologies. New Orleans Police, for example, deployed facial
recognition technologies to curb violent crime from October 2022 to July 2023 which resulted in zero
arrests and criticisms of unreliability and inaccuracy.

Flock’s automated license plate reader (ALPR) technologies should be scrutinized for effectiveness in
the context of improving police performance. The technology captures license plate numbers in real-
time and compares them with a database of stolen vehicles. Positive matches are alerted to police
officers with location and photographs or video of the vehicle and sometimes its occupants.

B. Project Overview





C. Description of Services

One academic publication-ready manuscript to be submitted to an academic journal for publication
or a white paper to be published on the Flock Safety website.

The paper will analyze data on cases cleared using Flock Safety LPR based on customer-provided data
(anonymized).

Part of the paper will examine Flock’s analysis of multilinear regression of customer factors and
product factors.

The researchers will also perform a case study on an agency’s clearance rate look at clearance rates
for stolen vehicles 2 years before Flock and compare with clearance rates for stolen vehicles during 2
years with Flock, performing a statistical analysis if possible.

if possible, compare with general trends - e.g. has the national clearance rate for auto theft
remained flat while the clearance rate of the agency using LPR increased?

D. Goals

Add to a small body of research on license plate reader technologies.
Examine larger social and legal ramifications of the project.
Examine the effectiveness of Flock ALPR technologies.

E. Task List

Consult with flock for data and research design.
Perform data analysis if possible.

Create an outline and draft of manuscript.
Create a brief presentation for Flock.

F. Expected Outcomes/Deliverables
A manuscript ready for publication as a white paper or peer-reviewed journal article.

G. Period of Performance/Timeline
August 2023

e Meet with Flock to discuss plan
September 2023

e Retrieve data from Flock
e Researchers outline project
® Flock to retrieve 2 year pre-ALPR data

October 2023 — November 2023

e Analysis of existing data if possible
e  Work on manuscript draft





December 2023
e Complete manuscript draft
H. Payment Terms & Invoicing

Invoice due after product delivered
Labor to be charged flat fee $4,000 to each researcher (55,000 if more labor intensive) for time.





Flock Safety, The University of Texas at Tyler, and Texas Christian University:
Data Transfer Agreement

THIS AGREEMENT effective (“Effective Date”) and continuing through January 2024
(“Term”) is made and entered into by and between Flock Safety, Inc. (“Provider”) and the Recipients of
the data, The University of Texas at Tyler and Texas Christian University (“Recipients™).

In consideration of the Recipients’ promises contained herein, Provider agrees to provide data to the

Recipients for the sole purpose of research in the field of public safety technology and undertaken by the
Recipients through Professors Johnny Nhan and Richard Helfers (“Investigator(s)”) or person(s) directly
under the direction of the Investigators upon the following terms and conditions. Additional data may be
provided under amendment to this Agreement that is executed by the party’s authorized representatives.

L.

The data (“Data”) to be furnished to Recipients by Provider will consist of anonymized data
related to Provider’s customers or such other data and information as Provider furnishes, in its
sole discretion, that relates or corresponds to the Research. Customers have consented to
Provider’s use of the Data for these purposes.

The Research (“Research™) will consist of a white paper written jointly by the Provider and the
Recipients on the use and efficacy of license plate readers by law enforcement.

Provider hereby agrees to provide Data to Recipients and consents to Recipients using and
analyzing Data for the Research. Recipients will not use the Data for any purpose other than in
fulfillment of the Research. Recipients will not make any commercial use of the Data. Provider
will retain the unrestricted right to distribute the Data to other commercial or noncommercial
entities and for other purposes.

Recipients acknowledge that the Data is the property of Provider and that Provider retains
ownership of the Data.

The Data is provided AS IS. Provider makes no representations, conditions or warranties, either
express or implied with respect to any of the Data. Without limiting the generality of the
foregoing, Provider expressly disclaims any implied warranty, condition or representation that
the Data corresponds with a particular description, is of merchantable quality or fit for a
particular purpose. Recipients will report any systematic problems with the Data to the Provider.
Data that has been manipulated or re-processed by either the Provider or Recipients is the
responsibility of that Party.

Recipients agree that Data is confidential to Provider and will not transfer or otherwise disclose
the Data to, or for the use thercof by, any person except persons in the Investigators’ research
group for the sole purpose of the Research.

Recipients shall immediately notify Provider upon discovery of any disclosure not authorized
hereunder and take reasonable steps to prevent any further unauthorized disclosure or
unauthorized use. Recipients shall be responsible for ensuring the confidentiality of Data by
Recipients” employees and/or students.





8. Data Security

a.

Recipients shall maintain a comprehensive information security program that is
reasonably designed to protect the security, privacy, confidentiality, and integrity of Data.
At a minimum, the information security program shall include the requirements listed in
this Section — Data Security.

Recipients shall provide physical and logical protection for all related hardware,
software, applications, and data that meet or exceed industry standards and requirements
as set forth in this Agreement. Recipients shall take full responsibility for the security of
all Data in its possession, and shall hold Provider harmless for any damages or liabilities
resulting from the unauthorized disclosure or loss thereof. Recipients shall provide for
the security of Data, in a form acceptable to Provider, including, without limitation, non-
disclosure, use of appropriate technology, security practices, computer access security,
data access security, data storage encryption, data transmission encryption, security
inspections, network firewalls, intrusion detection (host and network), data security
logging and monitoring systems, and audits.

Recipients shall provide Provider or its designated representatives with access, subject to
Recipients’ reasonable access security requirements, for the purpose of inspecting and
monitoring access and use of Data and evaluating physical and logical security control
effectiveness.

Recipients shall have strong access controls, including role-based access to ensure that
only authorized individuals have access to Data.

Workstations and other data processing devices must automatically lock when not in use
and must be manually locked when left unattended.

Recipients shall protect all Data with a complex password. Recipients shall ensure
passwords are confidential and prohibit the sharing of passwords. Passwords must not be
written down or stored in an unsecure location. Recipients shall periodically change
passwords and shall ensure passwords are not reused. Recipients shall have password
locks for laptops and mobile devices.

Recipients shall disable and/or immediately delete unused and terminated user accounts.
Recipients shall implement annual intrusion penetration/vulnerability testing.

Recipients shall encrypt Data at rest on central computing systems. Recipients shall also
encrypt any backup, backup media, removable media, tape, or other copies. In addition,
Recipients shall fully encrypt disks and storage for all laptops and mobile devices.

Recipients shall provide annual, mandatory security awareness and Data handling
training for all of its employees and/or students handling Data pursuant to this
Agreement.





9.

10.

I1.

12.

k. Recipients shall install and maintain on computers accessing or processing Data
appropriate endpoint security anti-virus and anti-malware software. Recipients shall
ensure all Recipients’ data processing systems, servers, laptops, PCs, and mobile devices
are regularly scanned and have all security patches applied in a timely manner.

. Recipients shall have physical security in buildings housing Data, along with controlled
physical access to buildings and/or data centers.

m. Recipients’ devices used to copy or scan hard copies of Data must have encrypted
storage. Recipients shall scrub storage devices when equipment is retired. Hard copies
containing Data are discouraged and must be physically secured, not left unattended, and
physically Destroyed.

If Recipients become aware of an incident, misuse of Data, or unauthorized disclosure involving
any Data, it shall notify Provider within one (1) calendar day and cooperate with Provider
regarding recovery and remediation of the incident.

Provider may terminate this Agreement by provision of thirty (30) days prior written notice to
Recipients.

Following the termination of this Agreement, Recipients shall, within thirty (30) calendar days,
destroy all Data collected, generated, or inferred as a result of this Agreement.

Any notice required or permitted under this Agreement will be given in writing to an authorized
representative of the other party, will reference this Agreement, and will be deemed effectively
given either upon personal delivery to the party to be notified, three (3) business days after
deposit with a reputable commercial overnight courier, with written verification of receipt, or on
the date of facsimile transmission, provided that the notice is confirmed in another writing sent
the following day by registered or certified mail. All notices will be sent to the addresses set forth
below, or to such other address as may be specified by notice hereunder.

Ifto UT Tyler: The University of Texas at Tyler

3900 University Blvd, Tyler, TX 75799
Attn: Richard C. Helfers, PhD
email: rhelfers@uttyler.edu

If to TCU: ADDRESS

If to Provider: Flock Safety

13.

1170 Howell Mill Rd NW Unit 210, Atlanta, Georgia
Attn: Andrea Korb

Email: andrea.korb@flocksafety.com

With a required copy to (in the case of legal notices):
Attn: Legal Department

Al A R M R R e Y

This Agreement will be governed by the laws of the State of Georgia.





14. This Agreement states the entire contract between the parties with respect to the subject matter of
the agreement and supersedes any previous written or oral representations, statements,
negotiations, or agreements. This Agreement may be modified only by written amendment
executed by the authorized representatives of both parties.

15. Neither party may assign this Agreement without the prior written consent of the other party. The
rights and obligations hereunder shall be binding upon and inure to the benefit of the parties’
permitted successors and assigns.

16. Provider and Recipients are independent contractors and neither is an agent, joint venturer, or
partner of the other.

17. Except as expressly provided above, nothing contained in this Agreement shall be deemed to
grant to Recipients any right, title, or interest in the Data.

IN WITNESS WHEREQF, the parties hereto have caused this Agreement to be executed by their duly
authorized representatives.

Flock Safety, Inc.

Name:

Title:

Signature:

University of Texas at Tyler

Name:

Title:

Signature:

Texas Christian University

Name:

Title:






Signature:







